SAML ADFS Setup and Use


SAML authentication at the District level

· [bookmark: _GoBack]Can be used as an authentication method for individual groups such as Parents or Students that generally do not have administration privileges but may require special permissions.
· Can be set up to sign a User in to multiple accounts with a single sign on

Example: Create a SAML account for Teachers that will log them into their C2 and email accounts with a single sign on


SAML authentication for individual Subsites
Note: This option is not available at the District top site
Note: In addition to activating SAML you will also have to assign viewing permissions at the desired level or SAML authentication will not be active

· Useful for 3rd party vendors or contractors that only need limited access to the site
· Provide restricted access to a specific area

Example: An asbestos removal company is given access to a Section that contains their contracts, the school layout, a link to the local HAZMAT response team, etc.



General Information

· If I update a User’s account in my SAML DB will it also update their C2 account? Updating user info in the SAML database will not update C2 user info if the username already exists in the C2 database

· What will happen if I assign a SAML account to an existing C2 User? If a pre-existing C2 User is made a SAML user they will retain all of their C2 account settings

· How many groups can be assigned to SAML? Only 1 group can be assigned to SAML at any given time

· I want to assign a Passport to a SAML user. Permissions and Passports cannot be included when creating a user through SAML. Those must be added in C2 after the User account been created
· Why can’t Madonna and Bono login to C2 with their SAML credentials? First name, last name, and a username must exist in the SAML database for a user to be successfully created in C2 via SAML sign in

· Why can’t I change my C2 password? If an existing C2 user is made a SAML user they can still sign in using their C2 password but they will no longer be able to retrieve it from Forgot Password, change it in their Account Settings, or have an administrator reset or generate one for them. They are permanently stuck with what they had when they were flagged as SAML user.

· Can I give my LDAP user a SAML account? A user can be both LDAP and SAML. Which sign in method they choose determines how they are authenticated.

· Why are my SAML users not flagged as SAML when they’re imported? Users cannot be flagged as SAML users in a .csv file because there is no passport for SAML. Imported users are not labeled as SAML until the user signs in for the first time.

· I want to quit SAML, why won’t SAML quit me? Once a user has been flagged as SAML in C2 they will remain flagged even if they are removed from the SAML server. The only way to remove the flag is to delete the user account.

· Can a User get around the TOU? If user uses their SAML account to log on to C2 for the first time they are still required to accept the Terms of Use agreement.
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